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Product Security Advisory

July 1, 2021 JCI-PSA-2021-11 

CVE-2021-27661 
ICSA-21-182-01 

Overview 
Johnson Controls has confirmed a web services vulnerability impacting Facility Explorer SNC Series 
Supervisory Controllers (F4-SNC).  

Impact 
Successful exploitation of this vulnerability could give an authenticated Facility Explorer SNC Series Supervisory 
Controller (F4-SNC) user an unintended level of access to the controller’s file system, allowing them to access or 
modify system files by sending specifically crafted web messages to the F4-SNC.  

Affected Versions 
Facility Explorer SNC Series Supervisory Controllers version 11. 

Mitigation 
Apply a patch to the Facility Explorer SNC Series Supervisory Controllers (F4-SNC). 

Initial Publication Date 
July 1, 2021 

Last Published Date 
July 1, 2021 

Resources 
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 
CVE-2021-27661 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  
ICSA-21-182-01 - CISA ICS-CERT Advisories   

https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-27661
https://www.us-cert.gov/ics/advisories

