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Illustra Camera Port Assignments 

 

 
Source 
System 

Port/ 
Range 

Protocol Direction 
Destination 

System 
Process / Service Description 

Illustra camera 123 UDP Outbound NTP (time server) NTP NTP 

Illustra camera 161 UDP Inbound SNMP manager SNMP SNMP 

Illustra camera 3702 UDP Inbound Web Server/Any ONVIF ONVIF Service Discovery, close after setup 

Illustra camera 22 TCP Inbound Client SSH terminal SSH SSH 

Illustra camera 21 TCP Outbound Client FTP server FTP FTP 

Illustra camera 22 TCP Inbound Client FTP server SFTP SFTP 

Illustra camera 25 TCP Outbound Mail server SMTP SMTP 

Illustra camera 53 UDP Outbound DDNS server DDNS DDNS 

Illustra camera 80 TCP Inbound Web/Client HTTP HTTP 

Illustra camera 85 TCP Inbound Web/Client HTTP port for streaming HTTP port for streaming 

Illustra camera 443 TCP Inbound Web/Client HTTPS HTTPS 

Illustra camera 445 TCP Outbound Network CIFS Common Internet File System 

Illustra camera 554 TCP Inbound Web/Client RTSP RTSP (video) stream 

Illustra camera 1234 TCP Inbound Web/Client Media Server Test Port Media Server Test Port 

Illustra camera 3000 TCP Inbound Client Audio Exacq Audio 

Illustra camera 8080 TCP Inbound Web/Client HTTP Proxy HTTP Proxy 

Illustra camera 8081 TCP Inbound Web Server/Any ONVIF ONVIF media service, close after setup 

Illustra camera 8082 TCP Inbound Web Server/Any ONVIF ONVIF ptz service, close after setup 

Illustra camera 8083 TCP Inbound Web Server/Any ONVIF ONVIF event service, close after setup 

Illustra camera 8084 TCP Inbound Web Server/Any ONVIF ONVIF imaging service, close after setup 

Illustra camera 8085 TCP Inbound Web Server/Any ONVIF ONVIF device IO service, close after setup 

 Illustra camera 8088 TCP Inbound Web Server/Any iAPI iAPI command port 

Illustra camera 8089 TCP Inbound Web Server/Any Audio Audio Control port 

Illustra camera 1900 UDP Inbound Network UPnP UPnP 

Illustra camera 162 UDP Inbound SNMP manager SNMP Trap SNMP 

Illustra camera 546 UDP Inbound IPV6 Network IPV6 DHCP iPV6 DHCP client port 
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